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Desire to Apply GenAl ... battles Pressure to Govern It

Drive up GenAl adoption

7 9% perceive significant value

from GenAl adoption’

17%
Limited 37%
Very Significant
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Drive down GenAl risk

27 % of organization have an
outright ban on GenAl usage'

Data limitations 63%

Tool restrictions

o
=
B

Data verification requirements

w
o
B

GenAl not permitted 27%

0% 10% 20% 30% 40% 50% 60% 70%

source: Cisco 2024 Data Privacy Study
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https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-privacy-benchmark-study-2024.pdf?CCID=cc000160&DTID=odicdc000016&OID=rptsc032067

GenAl - Opportunities and Risks

+ Massive impact on “mundane” tasks ®© Need for (quality) checking
+ Creating new content © Copyright
+ Optimizing existing content ® Sloppy/faulty quality
+ Gathering & summarizing information © Unethical outcomes
© Fake outcomes
+ Broad userbase & applicability ® Governance requirements
+ Experimenting with different models ®© Which Al?
+ Exploring data & information ® Privacy / confidential data leakage
+ Appling large scale models easily © Skyrocketing consumption
+ Integrated into daily work everywhere ® Regulation & risk management
Positive impact is blocked... ...by fear
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If GenAl can't be trusted... /%/k l ’
...what can we do? {)/
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Agenda

Stuff
Data Seteree and GenAl
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GenAl and Data Science

Assist & Explain Use & Customize
- Help workflow builders - Augment analytics with GenAl
- Teach data science skills - Augment GenAl with analytics

Manage & Govern

- Safeguard GenAl
- Govern usage
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GenAl for everybody: Flexibility

Assist & Explain
Help create workflows

Conversational search

Use & Customize

Augment analytics

Fine-tune & tailor

Summarize workflows & results Safeguard
Assist code & configurations
OpenAl In-house Al Hugging Face Anthropic
A121 _Fifth Sakana Al
Dimension
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GenAl in the Enterprise: Flexibility & Governance

Assist & Explain Use & Customize KNIME Analytics Platform
Help create workflows Augment analytics
Conversational Search Fine-tune & tailor —_—
Summarize workflows & results Safeguard

Assist code & configurations

KNIME Business Hub
Manage & Govern

(L]
|
|

Filters & Safeguards

| InhouseAl1 | [ CloudAl2 | [ InhouseAI3 |
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Agenda

GenAl to Assist & Explain
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Assisting and Explaining K-Al: Q&A and Build mode

Assist & Explain
Help create workflows
Conversational search

Summarize workflows & results

Assist code & configurations
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12 Home sfg Inner Join x

(\Help || {5} Preferences

v e [> Execute all

KNIME Al Assistant [ 0z2 JENIED)

Hil | am K-Al, your KNIME Q&A Assistant. What
would you like to know?

Excel Reader

B>

F| @2 o

Excel Reader
B>

ORO

To show the node output, please select a configured or executed node.

How do | combine muttiple tables based on a
common value? <

Copilots for Python, eCharts

100% -~

Open for Innovation



Explaining Workflows

® ®
i
GenAl Workflow Explainer .
Summarize workflows usin
Value Column Sorter
Row
- » » A3 »
Workflow . e — — = » [ . s
— 80 0 ale]e )
Excel Rule-based Row R / — nes nes
=3 Building a Simple Classifier .
sz Combine Clean and Summarize Spreadshest Data }_“—" -.-' —
[ Countif and Sumif FeTeTe) FeTeTe] ™ . Excel
2 Datz Blending \ Duplicate Row Row __ Column Column s
#%Nor-standard format Spreadshests L — > o : 1y N - :ﬂ
=i Visual Analysis of Sales Data > Qoo
(o[ ]s} Co0. OO0 (o] a]

The workflow reads data from an Excel file containing Olympic athlete information, filters rows based on specific criteria,
aggregates data, removes duplicate rows, performs value lookup, appends columns, renames columns, sorts the data, and
finally writes the processed data to a new Excel file.

The use-case of this workflow is data transformation or ETL (Extract, Transform, Load). It involves cleaning, filtering,
aggregating, and restructuring the data to prepare it for further analysis or reporting. The workflow aims to process and
organize the Olympic athlete data for better understanding and analysis.

Open for Innovation
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Explaining Workflows ... Using Workflows

Connect to OpenAl Extract Workflow Data Generate Explanations Display Results
Secrets Retriever OpenAl Authenticator  OpenAl Chat Model Connector ) )
8 Explain Nodes Explain Workflow
_— ] " plinlia | Text View
b °- 18- e v
ooe (oe] ] ooe /f"'_H' - o
% based on based on node
rd settings explanations and (olo] ]
Read Workflow  Workflow Summary Extractor workflow structure
rn i
Select Workflow P k4 B - EmE e
- L-J
e
Refresh Button Widget Check Workflow Selection .+~ oce .
) ) Display Workflow SVG
File Chooser Widget r-n -

@ = = ;
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(o] ]
trigger ooe
explanation choose workflow
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Agenda

Using & Customizing GenAl
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Using and Customizing

GenAl Extensions

KNIME Al Extension

Models

GPT4AIl
LLM Prompter Chat Model Prompter

GPT4AIl LLM Connector l ’
Clele} @00
n

(elTe)

Text Embedder
00
Hugging Face OpenAl Azure OpenAl
HF Hub Authenti Opendl Azure OpenAl Authenticator
- g . a-
®g0 ®50 ogO
HF Hub LLM Connector Opendl LLM Connector Azure OpenAl LLM Connector
T = | =
00 o) ®c0
HF TextGen LM Comnector | OpenAl Chat Model Connector || Azure OpenAl Chat Model
Connector
B {8
&
o) °c0
®50
) Azure OpenAl Embeddings
HF Hub Embeddings Connector | | OPenAl Embeddings Connector Connector
s | = | =
00 LIl 00

Vector Stores

Chroma FAISS
Chroma Vector Store Creator FAISS Vector Store Creator
R &

"
> >
*00 °co
Chroma Vector Store Reader FAISS Vector Store Reader
2 | =
*00 —

Vector Store Retriever

€00

Agents

Tools.

Agent Prompter
Vector Store to Tool

®00
)
Tool Concatenator OpenAl Functions Agent Creator
8-
. 8-
e *co
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Use & Customize
Augment Analytics
Fine-tune & Tailor

Safeguard

Open forinnovation

ME Hub Q Search workflows, nodes and more

KNIME Community Hub > knime > Spaces > Al Extension Example Workflows

& Public space
Al Extension Example Workflows

Home
43 1) Large Language Models
2) Chat Model

3) Vector Stores

4 O I

4) Agents

Open for Innovation

KNIME



Using the Al Extension: Mix & Match Analytics and GenAl

Connect to OpenAl

Customize

GPT4AIl Embeddings Connector

Create Vector Store
@ =
SN
ooe e - Y
2 - For semantic \,\
uns on loca
. . search
Credentials Configuration machine f\
OpenAl Authenticator OpenAl Chat Model Connector ) |'-._
E_Iq = S —a Structure Semantlcallt_.-' Explore
fa]e] | ® - % S -u-\,-/:r—a— . [ -l
Tk AT —
oCe (oo] ] \ ' ~ i
| Exiract sections AN ooe
l “n{@n-:l subsections N | To understand
\ x | the data and
',. I. . '. gain insights
Webpage Retriever Preprocess \ | N Generate Report
Pag '_p_ - \ Anonymize | \ \ P
L i —— T B 7 T ——i |
e — =2
coe Extract text r\.am-es_cf ooe
- - from HTML
Fetch raw locations, people
HTML
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Safeguard

and organizations

To share insights

Report PDF Writer

(ole] |

Open for Innovation

KNIME



Agenda

Managing and Governing GenAl
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Managing

Open for Innovation

and Governance

KN I M E Hub Q_ search workflows, nodes and more

%2 Register Al model

KNIME Dev Business Hub > Hub administration > Al models

KNIME Business
Hub
administration

License
Users
Teams

Execution resources

Al models

Name Model
L
/f_model2 huggingface/knime_workflow
JS}
22
KA

Al models
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Filters & Safeguards

Hub GenAl “Proxy”

17

Name
[

K-Al Dashboard .

Conversations | Slice and dice by conversation attributes

K-Alis an Al assista NIME that supports KNIME-related ques ow building, and scriptir es such as Python an:

K-Al view selection

KNIME Analytics Platform

) Users @ Comversations O Cost O AllDimensions
Start Date End Date Granularity
@ w oaly v
Apply time range.

‘Apply slice and dice.

Metrics split by K-Al mode

4 15507 011

Prompts per conversation #Prompts #Unique conversations

Total Users Prompts.

24 Mar

2024Feb 17 2024 Fe 19 2024 Feb 21 2024 Feb 23 2024

mode buckets:
echarts - pytnon ~@- qa

& bui
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Managing and Governance

Connect to chat model configured in Business Hub

KNIME Hub Authenticator ~ KNIME Hub Chat Model Connector

% = 5.

Load Conversation
r-a
TR

Summarize Workflows & Results

Assist Code & Configurations

Hub GenAl Connector

Use & Customize

Augment Analytics
Fine-tune & Tailor

Safeguard

Connect to OpenAl
Credentials Configuration
e
(ae] }

@ =

Manage & Govern

Filters & Safeguards

Sensitive Data
r-n
1/ &

| )

Hub GenAl “Proxy”
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Safeguarding Workflows

OpenAl Authenticator ~ OpenAl Chat Model Connector
S

S0@ 7

KNIME Analytics Platform

LLM Prompter

slel }
[ Send anonymized
text to OpenAl

| for processing

Control what kind of information |
the Genal provider can see

Anonymize ! . De-Anonymize
e »r 7
v [V =
sy »__
E g names of Restore original
organizations, locations names for display
and people to the user

Open for Innovation

KNIME



Managing and Governance

KNIME Hub Chat Model Connector

Use & Cust

Assist & Explain o

Help create Workflows Augment Ana

Conversational Search Fine-tune & Tailor
Summarize Workflows & Results

Safeguard

Assist Code & Configurations

Manage & Govern

Filters & Safeguards

© 2024 KNIME AG. All rights reserved. 19

- Hub AP Customizations
- Shared Components

Anonymized Customer Data
K
>

KNIME Business Hub

(1]



Agenda

KNIME and GenAl

GenAl to Assist & Explain

Using & Customizing GenAl
Managing and Governing GenAl

Summary

Open for Innovation
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One Environment to Balance Innovation & Control

Drive up GenAl adoption

Increase number of expert
developing GenAl apps & services

* Low-code lowers barrier to entry
* Low-code increases efficiency
+ Open source to integrate new tech

Increase numer of end users
leveraging GenAl

* Deploy to 1000s of end users
* GenAl support upskills into data science

KNIME Analytics Platform
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KNIME Business Hub

Drive down GenAl risk

Create a transparent
GenAl governance framework

* Restrict to approved LLM models
* Guardrail how & which data is shared
* Protect against bias, hallucinations, fake outputs

Validate & Deploy GenAl solutions at scale

+ CDDS to test, validate & deploy models
* Monitor consumption & audit logs
* Document workflows for compliance
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