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Do you recognize yourself in this situation?

You have now created your workflow, and are ready to
put it into use! But...

You feel like your workflow is slower than you expected

Your workflow is big and confusing, and maintenance has
become an issue

You run into frequent memory errors
You think it needs to be a bit more secure
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KNIME Workflow Building — Best Practices

Creating a KNIME workflow is like telling a news story.

To tell a news story well, you must have:

A defined aim/goal

A clear introduction

Concise — avoiding being repetitive and long winded

An adequate usage of space — not too long, not too little

© 2023 KNIME AG. All rights reserved.
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KNIME Workflow Building — Best Practices

Creating a KNIME workflow is like telling a news story.
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A defined aim/goal
A clear introduction
Concise — avoiding being repetitive and long winded

An adequate usage of space — not too long, not too little
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The Pillars of a Good Workflow

o Q® o
Iz S~ P A

Reusable Secure

Efficient
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Reusability



Build in Flexible Data Access

Make sure your workflow can
work everywhere, not only on your local

machine:
Make use of relative paths instead of your local path
so that workflow will work everywhere.
When connecting to remote drives, make use of
the appropriate connector nodes to make your
workflow flexible

Make use of configuration and widget nodes

to make your workflow flexible.

For instance: do not hardcode your credentials in DB

connector nodes — make use of the credentials
configuration node instead.

© 2023 KNIME AG. All rights reserved. 7
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Accessing Files from Anywhere

Input location

Convenlence Flle SyStemS Read from |Relative to w | Current workflow data area -

Local File System Local File System

. Mode Mounitpoint
Mountpoint
Relative to (workflow, mountpoint, workflow data area) Fie Custom/KNIME URL
Key to moving data with workflows/groups Excel Reader (XLS)

Custom/KNIME URL E
Connected File Systems '

Microsoft Azure Input lacation

Google Read from e

Amazon Mode (®) File () Files in folder

Databricks

File

BigData file systems (HDFS, HTTPFS, ...)
On-premise (e.g., SSH, FTP, ...)
File handling nodes with dynamic input port  Authentication Amazon 53 Connector Excel Reader (XLS)
8« mlm m RS
o o] o
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File Handling Framework - Flexibility

Google Google Cloud
Authentication Storage Connector
; [ ] el =
Model Reader CSV Reader Transfer Files ’ -— Transfer Flles
4w E, » 3> - . =
Iil-' Ilil-. LR} Amazo“ ..H '
] ] ] Authentication Amazon 53 Connector ®
B = ml =
2 2
Local file system and KNIME mountpoints Cross cloud environments
Microsoft Azure Blob Storage KNIME Server
Authentication Connector Connector
fic = 0 = s
e Transfer Files Transfer Files
L] ] ] _
m ]
SharePoint —l..}[ > —l..H:[ >
Online Connector ® $5H Connector ®
—u 0 = -
2 2
Same cloud environment On-premise



Reusability via Documentation

Preparing and Exploring Customer Data with KNIME and Snowflake (ELT)

This workflow is an example of how to read different data files in KNIME and upload it to Snowflake. Once uploaded the data is transformed and analysed within Snowflake and the result

is visualized in KNIME.

Example data provided from kaggle: https://www .kaggle.com/becksddfichurn-in-telecoms-dataset

1. Extraction. 2. Loading.
Extract data from Excell fThe extracted data is uploaded into two new tables in
nd CSVfiles. Snowflake.
Excel Reader
DB Table Creator DB Loader
B » 7
e -?.+
L]
Calls data Snowflake Connect L L
Create calls Upload
zs table data
CSV Reader wer
DB Table Creator DB Loader
10
&, » - - > >
B Change connection \ E,._
® information to L B
our Snowflake account
Contract data ¥ - -
Create contract Upload
table data

ransformation are done using the
processing power of Snowflake.

F. Transformation.

4. Exploring.
\Visualize the aggregation resultin KNIME.

DB Joiner DB Numeric-Binner
| o B
- som——m 2 -

L ] L]
Inner Join Convert churn
2 tables to nominal
based on

customer Phone

DB GroupBy DB Reader
Bar Chart
EZrEHZs b—h'
o e -
Aggregate by Read aggregated
area code data into Sho"“'_
and churn KNIME table 29gregation
result
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Reusability via Components

Logic blocks and repeatable processes can be written once and reused

In KNIME Analytics Platform — by means of reusable components
Wrap a process into a component

Add configuration settings for customization Dislog - 3 - File Wrter - o x
Reuse and share Add -
. . ODUOHS Flow Variables Memory Policy  Job Manager Selection
configuration
. Single Selection
Excel Writer Configuration
= Write the table into
&3 . W Excel Witer
Table Creator CASE Switch Start L] L] csy
User configuration: ’E
oy » |':o Component Inpr e, CASE Switc itj/ #  Component Output
® ® CSV Writer .

Process that is
repeated often

© 2023 KNIME AG. All rights reserved.

s
L] L CSV Writer L]
Automatic switch ’ﬁ OK Apply Cancel @'

Combine into File Writer :
a reusable .’ Build, reuse,
o share
component .
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Benefits of Using Components within an Organization

Standardization
Your own organization’s best practices and procedures can be implemented as components

Component-driven design & development helps promote creation of reusable processes with a single
responsibility. For example...

Organization-specific database connectors

Standardized ETL cleanup operations

Standardized logging operations

Model API interfaces (i.e., schema validation and transformation of JSON input/output)

Adherence to modern testing and design principles
Components help teams follow the Don’t Repeat Yourself (DRY) principle

Components are small, independently testable units of functionality.

Workflow organization

Components can be nested inside other components, allowing complex workflows to be comprised of
small, maintainable parts.
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https://en.wikipedia.org/wiki/Don%27t_repeat_yourself

Hard to Reuse Workflow

Boolean
Boolean Configuration
Configuration
9 G’. ®
e
- o
o Node 5
Node 3
Metanode Rule Engine Rule Engine Excel Writer
® ®
e Y g =2 8
Node 13 ® ® ®
applyrule applyrule Node 6

Open for Innovation
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Hard to Reuse Workflow

Boolean
Boolean Configuration
Configuration
[¢] Q. .j
W2 o—
®
o Node 5 /
Node 3
Metanode Rule Engine Rule Engine
] °

Node 13 ® ®
applyrule applyrule

Poorly documented nodes

© 2023 KNIME AG. All rights reserved.
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Excel Writer

]
Node 6
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Hard to Reuse Workflow

Boolean
Boolean Configuration
Configuration
9 G’. ®
e
- o
o Node 5
Node 3
Metanode Rule Engine Rule Engine Excel Writer
—e ®
2 B 8
Node 13 ® ® ®
applyrule applyrule Node 6

Repeated manual steps

© 2023 KNIME AG. All rights reserved.
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Easy to Reuse Workflow

© 2023 KNIME AG. All rights reserved.

Reading Data

Reading invoice
data
coming from our
CRMsystem

j,

Execute Rules

g >

8]
Configuring to
Applyrules
and categorize
invalid invoices

Execute Rules
» »

Configuring to
applyrules
and categorize
the different

types of valid invoices

Excel Writer

@
Writing data in
/month/invoice/cat,
overwriting files

Open for Innovation
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Easy to Reuse Workflow

Reading Data Execute Rules Execute Rules Excel Writer
D - e @
Reading invoice o ® ®
data Configuring to Configuring to Writing data in
coming from our Applyrules applyrules /month/invoice/cat,
CRMsystem and categorize and categorize overwriting files
invalid invoices the different

types of valid invoices

Nicely documented processes

© 2023 KNIME AG. All rights reserved.
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Easy to Reuse Workflow

Reading Data

Reading invoice
data
coming from our
CRMsystem

© 2023 KNIME AG. All rights reserved.

j,

Execute Rules

Execute Rules

—p r—pr | S—
o o
Configuring to Configuring to
Applyrules applyrules

and categorize
invalid invoices

and categorize
the different
types of valid invoices

Excel Writer

e
Writing data in
/month/invoice/cat,
overwriting files

Components to make repeatable
steps reusable
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Easy to Reuse Workflow

Reading Data Execute Rules Execute Rules Excel Writer
& e e
Reading invoice e ® ®
data Configuring to Configuring to Writing data in
coming from our Applyrules applyrules /month/invoice/cat,
CRMsystem and categorize and categorize overwriting files
invalid invoices the different

types of valid invoices

Writing files to relative paths

© 2023 KNIME AG. All rights reserved.
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Efficient Reading of Files

Dialog - 4:1 - CSV Reader (Customer data) - [m] x
File

Re m Ove re d u n d a nt a n d u n u S ed Settings  Transformation ~advanced Settings Limit Rows Encoding Flow Variables Job Manager Selection  Memory Policy

" 111 " LE) [Transformations ~
columns in the “transformation” tab of || e | s vosemwe weomin e

Column New name Type
a reader node ¢ | @ fsmrcs S .
H | ame @ String

= | [ age m Number (integer)

Avoid reading the same file multiple Aok R

ZountrvOfBirth [S]strina

times =

0 The suggested column types are based on the first 10000 rows only. See 'Advanced Settings' tab.

Read multiple files with the same T —

. . Row0 11001 |Alois Berger |alois. berger @proyider com |
structure with one Reader node usin g T Y A PTT——
Row2 11005 Rotraut GrA... [rotraut.ard venwal
th “ F . | . f Id ” t. Row3 11011 elga Hendl_|helga. heindi@pro| F11®
e I eS I n O e r O p IO n Settings Transformation Advanced Settings Encryption Flow Variables Job Manager Sele
Input location
Read from |Relative to ~| | current workfiow data area
Mode (O File (@) Files in folder Filter options ] Indude subfolders
Folder Data per Country
(1) Selected 5 of 5 files
Anonymization ( T Anonymization )
CSV Reader Data Anonymization Assessment CSV Writer CSV Reader Data Anonymization Assessment CSV Writer
»> >
m o R = /|  mm S
e B e »>
] L] [ ] ] [ ] L] (] ]
Customer data Original vs. Customer data Original vs.
anonymized data

anonymized data

Open for Innovation

KNIME
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Efficient Usage of Databases

Make sure to use the new Database framework  oscomector
instead of the legacy/deprecated version fam

“DB nodes” are new, “Database nodes” are legacy and since )
Dec. 2022 deprecated

DB Table Selector

Avoid using the DB connection node multiple .
times if connecting to the same database ° o

Unless you need to open up parallel connections to speed i
up execution of parallel branches

DB Table Selector DB Row Filter DB GroupBy DB Reader

EZ>E EIGm [ = B Hio >

Push processing to database server when Read erod

aggregated table

possible — don't do it locally

DB Connection
Closer

Always use the DB Connection Closer node at oy
the end of your DB processing .

nnnnnnnnnnnnnnnnn
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Inefficient Database Workflow

SQLite Connector

DB Table Selector

DB Reader

SQLite Connector
(legacy)

Connectusing
Legacy nodes

]

Connect to
Database

SQLite Connector

mE:>n

Select Transactions
Table

DB Table Selector

s>

Read directly
to KNIME

DB Reader

Database Writer
Row Filter (legacy)
=+l

5] @
Write to Database
using legacy nodes

GroupBy

L3
N

Connect to
Database

© 2023 KNIME AG. All rights reserved.

m:>nm

Select Product
Table

LI

Read directly
to KNIME

>}

Open for Innovation
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Inefficient Database Workflow

Establishing multiple connections to

the same database

SQLite Connector

DB Table Selector

DB Reader

]

Connect to
Database

SQLite Connector

mE:>n

Select Transactions
Table

DB Table Selector

s>

Read directly
to KNIME

DB Reader

L3
N

Connect to
Database

© 2023 KNIME AG. All rights reserved.

m:>nm

Select Product
Table

LI

Read directly
to KNIME

SQLite Connector
(legacy)
»
=|_ h\
o
Connectusing
Legacy nodes
Database Writer
Row Filter (legacy)
=+
I
5] @
Write to Database
using legacy nodes
GroupBy
>}
]

Open for Innovation
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Inefficient Database Workflow

SQLite Connector
(legacy)
Not using the database to do certain s
preprocessing steps o
Connectusing
Legacy nodes
Database Writer
SQLite Connector DB Table Selector DB Reader Row Filter (legacy)
] EZ> = i P> > > ;.
o o &) o o
Connectto Select Transactions Read directly Write to Database
Database Table to KNIME using legacy nodes
SQLite Connector DB Table Selector DB Reader GroupBy
I mE:>m L A i ) 2
o o ) ]
Connect to Select Product Read directly
Database Table to KNIME

Open for Innovation

KNIM
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Inefficient Database Workflow

SQLite Connector
(legacy)
»
[ - L
Using the legacy nodes .\
L
Connectusing
Legacy nodes
Database Writer
SQLite Connector DB Table Selector DB Reader Row Filter (legacy)
L. E:>n [ T > > \m_;.
o o &) o o
Connectto Select Transactions Read directly Write to Database
Database Table to KNIME using legacy nodes
SQLite Connector DB Table Selector DB Reader GroupBy
L. LN ] LR >} >
o o ) ]
Connect to Select Product Read directly
Database Table to KNIME

Open for Innovation

KNIM
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Efficient Database Workflow

DB Connection
SQLite Connector DB Table Selector DB Row Filter Table Writer
L = Ez>m E:Sm '
o o o O
Connect to Select Transactions Filter down Write a new
Database Table the transactions table to the DB
DB Connection
DB Table Selector DB GroupBy DB Reader Closer
[ ] [
EZ>E i} m His > k.
@ O O o
Select Product Aggregate the number of Read the directly Close Connection
Table Products to KNIME once queries are done

Open for Innovation
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Efficient Database Workflow

DB Connection
SQLite Connector DB Table Selector DB Row Filter Table Writer
L l% N P | E:Sm '
o ‘ o o O
Connect to Select Transactions Filter down Write a new
Database Table the transactions table to the DB
DB Connection
DB Table Selector DB GroupBy DB Reader Closer
[ ] [
EZ>E i} m His > k.
0] O O o
Select Product Aggregate the number of Read the directly Close Connection
Table Products to KNIME once queries are done

Connecting to the database only the
necessary number of times*

Open for Innovation
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Efficient Database Workflow

DB Row Filter

-

DB Connection
Table Writer

H-— N

-,

Filter down
the transactions

DB GroupBy

SQLite Connector DB Table Selector
L = Ez>m
0 o
Connect to Select Transactions
Database Table
DB Table Selector
»
L] > R
o
Select Product
Table

Closing the connection once all
database processing is done

© 2023 KNIME AG. All rights reserved.

e

o
Write a new

table to the DB
l DB Connection

EB Reader Closer
@ [ ]

|

Aggregate the number of
Products

H:s > k.

O o
Read the directly Close Connection
to KNIME once queries are done

Open for Innovation
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Efficient Database Workflow

DB Connection
SQLite Connector DB Table Selector DB Row Filter Table Writer
L = Ez>m E:Sm '
o o o O
Connect to Select Transactions Filter down Write a new
Database Table the transactions table to the DB
DB Connection
DB Table Selector DB GroupBy DB Reader Closer
[ ] [
EZ>E i} m His > k.
0] O O o
Select Product Aggregate the number of Read the directly Close Connection
Table Products to KNIME once queries are done

Doing some preprocessing in the
database when possible

Open for Innovation
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Efficient Database Workflow

DB Row Filter

-

DB Connection
Table Writer

H-— N

-,

Filter down
the transactions

DB GroupBy

SQLite Connector DB Table Selector
L = Ez>m
0 o
Connect to Select Transactions
Database Table
DB Table Selector
»
L] > R
o
Select Product
Table

Write the data directly in the

database

© 2023 KNIME AG. All rights reserved.

Write a new
table to the DB

DB Connection
DB Reader Closer

|

Aggregate the number of
Products

™ S

Read the directly Close Connection
to KNIME once queries are done
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Efficient Workflow Design

Not every manipulation operation in your data will be equally expensive

Joining two tables with a Joiner node will be more expensive than replacing a few rows with a Cell
Replacer node

. . Math Formula String Manipulation
Only use loops when absolutely needed — use Multi Column nodes instead PR Cotama) (Ret Colema)
> > if >
Not every data type takes up the same amount of memory: e >

Strings occupy more space in memory than integers
Consider removing columns with constant values if they are not needed

Remove redundant data early

Filter redundant rows or columns before dragging them through the data pipeline and other data
operation, e.g., before joining

Excel Read Excel Reader Row Filter
B Ege—>
.’-\ i Row Filter (] .’-\ Joiner
Source 1 . Source 1 Remove > ir »
L= redundant rows » ¥t B
Excel Reader L] Excel Reader Row Filter [ ]
Remove o Blend
.Eﬁ redundant rows “iﬁ =14
L] L] L]

Source 2 Remove
redundant rows

nnnnnnnnnnnnnnnnn
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Efficient Workflow Design

Absolutely avoid:

Disconnected nodes/components,
especially if that workflow will run on
a KNIME Business Hub or will be

called by another workflow CSV Reader DataCleaning Data Transformation CSV Writer
> »
Workflow branches that are not E’: -
actively needed
O up

Storing large unused files inside of
the workflow

It will cause the workflow to take a long time
to load/save

© 2023 KNIME AG. All rights reserved. ip(en“nlwaﬁ E



Pro Tip: Streaming

o @ Dialog - 2:5 - Streamed Wrapped Node - Reading data from a file and...

Memory Policy Job Manager Selection

Select the job manager for this node
Simple Streaming a

< Flow Variables

Settings for selected job manager

Chunk Size 50 O
Determines the size of a batch that is collected at each node before
it is handed off to the downstream node. Choosing larger values will
reduce synchronization (and hence yield better runtime),whereas
small values will make sure that less data is in transit/memory.
For ordinary data (consisting only of strings and numbers) larger
values are preferred.

Streamed Component - Reading
data from a file and process

>
lll*’
]

Sub Workflow as Component.
To open it
- right click = Component = Open
- Ctrl + Double Click

OK Apply Cancel ( E )
Component Input Data Generator Math Formula Row Filter Component Output
R - 1,458,848 423,409
| | u | | | |
do some math
Component Input Data Generator Math Formula Row Filter Component Qutput
® p—L o 2,000,000 . 711,782
e e b2y S
] L] [ ] [ ] [ ]

do some math

© 2023 KNIME AG. All rights reserved.
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Pro Tip: Timer Node

You can only make your workflow better if you know what is
taking time

Make use of the timer node to measure your workflow: Timer Info

Find out which nodes take the longest to execute On"

Try to figure it out what is KNIME-related and what could be related to e
other variables (i.e. slow network connection) Measure workflow

execution speed
Measure how much you have improved your execution time — keep
track of success

Output table - 422 - Timer Info (Measure workflow) — O *

File Edit Hilite Mavigation View

Table "default™ -Rows: 8 Spec - Columns: 8 Properties Flow Variables

Row ID [§] Mame Execution Time Execution Time since last Reset Execution Time since Start [ 1 JNFRFESH [ | [Nrof E... |[§]ModelD |[§] Classname
Node 1 CSV Reader  |892 392 392 1 1 411 org.knime. filehandling.core. node. table.reader. TableReaderModeModel
Node 2 Excel Reader |832 832 832 1 1 42 org.knime. ext.poi3.node.io. filehandling.excel.reader ExcelTableRea. ..
MNode 3 Cell Replacer |17 17 17 1 1 4.3 org.knime.base.node. preproc. cellreplace. CelReplacerModeModel
MNode 18 SQLite Conn... 274 274 274 1 1 4118 org.knime.database. extension.sqlite. node. connector. SQLiteDBCann. ...
Mode 19 DE Table Sel... |31 31 31 1 1 419 org.knime. database.node. utility. tableselector . DETableSelectModeMo. ..
Node 20 DB Reader 107 107 107 1 1 4:20 org.knime. database. node. io. reader . DBR.eadMNodeModel
MNode 21 Joiner 91 91 91 1 1 4:21 org.knime.base.node. preproc. joiner 3. Joiner 3NodeModel
Mode 22 Timer Info ? 0 0 0 0 422 org.knime.base.node. util. imerinfo, TimerinfoNodeModel

© 2023 KNIME AG. All rights reserved. ip(en“nloﬁ E




Pro Tip: Divide and Conquer

Create modular workflows

Control their input, execution, and
output from the master workflow

Benefits over one big workflow
Each workflow performs a particular task

Multiple, smaller workflows can be faster
than one big workflow

Easier to maintain
Easier to test
Faster to load

© 2023 KNIME AG. All rights reserved.

Workflow Workflow
Table Reader Service Input Data Preparation Service Output
& >
o Lo—
] [ ] L] [ ]
Example Actual Prepared data
customer data US customer data US {sentto the caller)
{optional) {received from the caller)
Data Access Data Preparation
Call Workflow
GET Request Service
2 O
[ — A
® ]
Raw US Call Concatenate
customers data US Customers >
Data Preparation P p—
workflow g
[]
Amazon Call Workflow
Authentication Amazon S3 Connector CSV Reader Service
a O
- g . d@h— K
. s
L] o] [ ] o]
Raw EU Call
customers data EU Customers
Data Preparation
workflow
Workflow Workflow
Table Reader Service Input Data Preparation Service Output
B
g ® >
L] [] L] L]
Example Actual Prepared data
customer data EU customer data EU (sentto the caller)
{optional) (received from the caller)

nnnnnnnnnnnnnnnnn
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Inefficient Workflow Design

CSV Reader

E_. >

L]
Reading contract Information

CSV Reader

b ley

o
Reading usage information

© 2023 KNIME AG. All ri

Reading usage information

Row Filter Partitioning
V
- oo
> > > o >
o L
filter missing values out Node 13

Rule Engine GroupBy
CSV Reader u > :- >
o ]
=] |
e P | OLDrules OLD aggregation
®
Reading contract Information
| Apply Business \
Joiner Data Cleaning \ Rules Prepare For Report Excel Writer
— — —p /
e I L | >
o o o
Join files I Write Report
CSV Reader
OLD WORKFLOW BACKUP
&, >
. O g

not needed anymore but backup

Decision
Tree Learner

> om
[s]
Node 14

Open for Innovation
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Inefficient Workflow Design

CSV Reader

E_. >

L]
Reading contract Information

CSV Reader
b ley
o
Reading usage information

Unnecessary
orphan branches

© 2023 KNIME AG. All ri

Reading usage information

Row Filter Partitioning
V
- oo
> > > o >
o L
filter missing values out Node 13

Rule Engine GroupBy
CSV Reader u > :- >
o ]
=] |
e P | OLDrules OLD aggregation
®
Reading contract Information
| Apply Business \
Joiner Data Cleaning \ Rules Prepare For Report Excel Writer
— — —p /
e I L | >
o o o
Join files I Write Report
CSV Reader
OLD WORKFLOW BACKUP
&, >
. O g

not needed anymore but backup

Decision
Tree Learner

> om
[s]
Node 14

Open for Innovation
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Inefficient Workflow Design

CSV Reader

E_. >

L]
Reading contract Information

CSV Reader
b ley
o
Reading usage information

Orphan
metanodes

© 2023 KNIME AG. All ri

Reading usage information

Row Filter Partitioning
V
- oo
> > > o >
o L
filter missing values out Node 13

Rule Engine GroupBy
CSV Reader u > :- >
o ]
=] |
e P | OLDrules OLD aggregation
®
Reading contract Information
| Apply Business \
Joiner Data Cleaning \ Rules Prepare For Report Excel Writer
— — —p /
e I L | >
o o o
Join files I Write Report
CSV Reader
OLD WORKFLOW BACKUP
&, >
. O g

not needed anymore but backup

Decision
Tree Learner

> om
[s]
Node 14

Open for Innovation
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Inefficient Workflow Design

CSV Reader

E_. >

L]
Reading contract Information

CSV Reader

E_. »

o
Reading usage information

Reading the
same files
multiple times

Rule Engine GroupBy
CSV Reader E > :- >
o ]
B |
Z, > | OLDrules OLD aggregation

Reading contract Information

Joiner

R -
R

]
Join files

| Apply Business

Data Cleaning \ Rules Prepare For Report Excel Writer
—» P ) /
—p P o > > »— Pﬂ
o | o / o
| | Write Report
CSV Reader
E_. N OLD WORKFLOW BACKUP

El o)

Reading usage information not needed anymore but backup

Decision
Tree Learner
( > n
( Row Filter Partitioning rl“"l
> o
- oo
> P oo, Node 14
o e
filter missing values out Node 13

© 2023 KNIME AG. All rights reserved.
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Efficient Workflow Design

CSV Reader
& -
ee Apply Business
o N Joiner Data Cleaning Rules Prepare For Report Excel Writer
Reading contract Information P 15 — o P
T | — P
L i > > 'ﬂ
/ o o o ( o o
CSV Reader / Join files [ Write Report
S
@]

Reading usage information

Open for Innovation

© 2023 KNIME AG. All rights reserved. KN I M E




Efficient Workflow Design

CSV Reader

-jaj-. ’ 1 T - —

Apply Business

o N Joiner Data Cleaning Rules Prepare For Report
Reading contract Information P — o ——
i i — > >
- B P
/ ) o o) ( o
CSV Reader / Join files '
>

@]
Reading usage information

Files are read only once, but
connections are reused

© 2023 KNIME AG. All rights reserved.

Excel Writer

O
Write Report
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Security Considerations

Dialog - 4:2238 - Amazon Authentication (Authenticate against) — m} X
File

No passwords in plaintext anywhere

Options  Flow Variables  Job Manager Selection

Do not hardcode your credentials in your nodes
() Anonymous Credential
To always avoid storing passwords as part of the
workflow on disc: e
Specify permanently in the knime.ini in the root of the KNIME R
installation: e ke
-Dknime.settings.passwords.forbidden=true -
Do not save confidential data inside your workflow o
Reset your workflow before sharing it (unless there is a specific :d]
reason not to)
0K Apply Cancel @

Passwords in node configuration...

I."'i"‘-.‘ This node uses (weakly encrypted) passwords in its configuration.
Manually created table - 4:3428 - Table Creator (53 Zredentials)

L ¥
Passwords will not be saved to disc You can continue to work but sharing this
workflow or loading it later will cause this node to lose the password (reconfiguration

File Edit Hilite MNavigation Wi

required).
Table "default” - Rows: 1 Spec - Columns: rties  Flow Variables
[] Do not show again Row ID @ml@y]}} / edet Key
“. Rawd BHU Ppé [RSE N\ G

nnnnnnnnnnnnnnnnn
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Handling Credentials

Avoid saving credentials to the node

Use credential widgets/configuration
nodes to let the user specify
credentials at runtime

Credentials Dialeg - 0:3 - DB Connection —
Configuration File

Options  Flow Variables Memory Policy  Job Manager Selection
h L

Microsoft SQL Server Credentials

Username username

Password esssssss

Credentials Widget

Dialog - &10 - Microsoft SOL Server Connector
File

Input Tvbe Mapbina QOutput Tvpe Mapping

Connection Settings

Flow Variables
JDBC Parameters

Job Manager Selection
Advanced

Configuration

Database Dialect:  Microsoft SQL Server

Location
Hostname

Driver Name: Official Driver for Microsoft SQL Server [ID: Official Driver for Microsoft SQL Server] ~

Port

|hu5hﬂame

~|[ amfE

Database name

|daiabasenama

Authentication

(C) None/native authentication

(®) Credentials

icredentials

(0) Username & password

() Kerberos

0K

Apply

Cancel ®

oK Appl Cancel ?)
- PRIy @
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Handling Cloud Credentials

Avoid saving the authentication
credentials to the node

If you will use the node only once, pick to
keep the authentication credentials in
memory

If you want to use the node more than
once, make use of authentication files

When possible, limit the available scopes

© 2023 KNIME AG. All rights reserved.

File

Dialog - 0:2428 - Geogle Authentication

Authentication  Advanced Flow Variables Job Manager Selection

Sign in with Google Status:

Credential

Location

(®) Memory (suthentication key kept in memor: )
(0) Custom (authentication saved in separate file)

() Mode (authentication key saved as part of node instance)

Clear Selected Credentials

Scopes

|:| Google BigQuery Connection

[[] Google Analytics Connection {(Read)
Google Sheets Connection (Read)

[] Google Sheets Connection (Read,Write)
[] Google Drive connection (Read)

[[] Google Drive connection (Read,Write)

[ &li scopes

Authenticated

oK Apply
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Best Practice for Handling Credentials

DB Connection
Closer

—4
o
Close Connection
Once itis done

Credentials PostgreSQL
Configuration Connector |DB Table Selector DB Readed
@

Bgo—/_.D EHE  EZs»

0 o Joiner
Credentials as Select Table Read Data > - - >
i >
a flow variable (_» 34 >
Microsoft SharePoint ®

Authentication Online Connector Excel Reader | Join Files

gg-—l,n_-—l%r-]

o o o
Reading token Connectto Read Excel
from an authentication Sharepoint File
file
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Best Practice for Handling Credentials

DB Connection

2Ioser
-
@]
Close Conneation Using credentials configuration
. Once itis done .
Credentials ~ PostgreSQL node to setup credentials

Configuration Connector |[)B Table Selector DB Readed
@

Bgo—/_.D O EIDE EZIa»

o Joiner
Credentials as Select Table Read Data > - - >
i »
a flow variable (_» 34 >
o

Microsoft SharePoint
Authentication Online Connector Excel Reader | Join Files

gg-—l,n_-—l%r-]

o o o
Reading token Connectto Read Excel
from an authentication Sharepoint File
file
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Best Practice for Handling Credentials

DB Connection

2Ioser
—_—
o
Close Connection Connecting to cloud resources
_ Once itis done . . . .
Credentials ~ PostgreSQL with an authentication file

Configuration Connector |DB Table Selector DB Readed
@

Bgo—/_.D EHE  EZs»

o o Joiner
Credentials as Select Table Read Data > - - >
i »
a flow variable (_» 34 >
o

Microsoft SharePoint
Authentication Online Connector Excel Reader | Join Files

gg-—l,n_-——l%r-]

o o o
Reading token Connectto Read Excel
from an authentication Sharepoint File
file
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Quiz: Find the mistakes!



What’s wrong with this picture?

SQLite Connector Database Table Database Reader Original
(legacy) Selector (legacy) (legacy) GroupBy Looping Test Excel Writer
e I 5
- - - ' BACKUP FOR NOW -
Node 2 Node 4 Read Count orders Write out

5.4 billion rows per customer

intermediate file
relative to workflow

Joiner Counting Loop Start Column Appender Loop End
> >
Wow el S
b ¥ x e > .9@
(] [ 'S |
On CustomerlD Loop 5 times Duplicate Column Collect resulis
Structure
Decision
Table Reader Table Reader Tree Learner
5 5 "
] ] L ]
CUsers\Tom\ CUsers\Tom\ Train churn mode!
RecentUpdates table RecentlUpdates table
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What’s wrong with this picture?

SQLite Connector Database Table Database Reader
(legacy) Selector (legacy) (legacy) GroupBy
L) E— 02+ » i
L ] L ] L ] L ]
Node 2 Node 4 Read Count orders

5.4 billion rows per customer

On CustomerlD

Table Read’e_rj
i

—
s

CWsers\Tom\
RecentUpdates table

* Legacy database nodes

* Poor node annotations

* Not pushing down processing to database
* Reading flat files twice

© 2023 KNIME AG. All rights reserved.

BACKUP FOR NOW =
Write out
intermediate file

Original

Looping Test Excel Writer

relative to workflow

Counting Loop Start Column Appender Loop End
»>
I L, > (n >
[ ST P N
LT
L ] ' L ]
Loop 5 times Duplicate Column Collect results
Structure
Decision
Table Reac:er-/ Tree Learner
i
L ] L

C\WsersiTom\ Train churn model

RecentUpdates table

* Local file path on Table Reader
* Orphaned metanode for backup
« Orphaned learner node (inside loop!)
* No useful components or metanodes

Open for Innovation



The Pillars of a Good Workflow

o Q® o
Iz S~ P A

Reusable Secure

Efficient

nnnnnnnnnnnnnnnnn



Additional Resources

Blog posts
https://www.knime.com/blog/optimizing-knime-workflows-for-performance
https://www.knime.com/blog/declutter-four-tips-for-an-efficient-fast-workflow
https://www.knime.com/blog/tips-tricks-for-using-knime-analytics-platform-today-bunny-ears-

metanodes-co
https://www.knime.com/blog/tips-tricks-for-using-knime-analytics-platform-today-ui-nodes

Cheat sheets
https://www.knime.com/cheat-sheets
Many to choose from!

© 2023 KNIME AG. All rights reserved.
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https://www.knime.com/blog/optimizing-knime-workflows-for-performance
https://www.knime.com/blog/declutter-four-tips-for-an-efficient-fast-workflow
https://www.knime.com/blog/tips-tricks-for-using-knime-analytics-platform-today-bunny-ears-metanodes-co
https://www.knime.com/blog/tips-tricks-for-using-knime-analytics-platform-today-bunny-ears-metanodes-co
https://www.knime.com/blog/tips-tricks-for-using-knime-analytics-platform-today-ui-nodes
https://www.knime.com/cheat-sheets

Thank you!
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