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K N I M E  S E R V E R  V 3 . 7  
I N S T A L L A T I O N  G U I D E  

The KNIME Server provides KNIME users with the functionality of a shared remote workflow 
repository. Workflows can be stored on the server (uploaded), or retrieved from the server to a 
local KNIME workspace (download). Workflows on the server can be executed on-the-fly, multi-
ple times, and scheduled for (optionally repeated) execution. There is also access available 
through a standard Web browser and a generic web service interface exists to allow control 
from 3rd party applications. A KNIME Explorer view is integrated into the KNIME platform and 
works in the usual interactive and intuitive way. 
 
The KNIME Server consists of two components: a server side component, which is installed on 
an application server together with a KNIME Desktop installation, and a client view of the server 
repository, which is installed as an additional plug-in extension to the KNIME platform. 
The server application controls the actions on the workflow repository and communicates with 
a number of KNIME clients. Multiple clients can access the same repository through this single 
server instance, for example to share workflows with other users using a remote workflow re-
pository as a shared upload/download location. 
 
We recommend strongly that you read through the first pages to understand the options that 
you have during the installation process. The following pages try to provide you with some 
background information that allows you to make some preparations for the installation and to 
make the decisions during the installation. The sections that guide you through the installation 
are step by step instructions and you can just follow these steps while you read through it. It is 
important that you don’t omit any of the required steps. 

PREREQUISITES 

SERVER 
 The operating system on the server can be either Windows or Linux.  
 Sun Java JDK 7 (download provided on KNIME website) 

CLIENT 
 Operating system Windows, Linux or Mac (independent from the server OS) 
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FOOD FOR THOUGHT 
There are several options you can choose from during the installation process. You have to make 
a decision which way you want to install the KNIME Server. In order for you to be prepared at 
the installation steps, we are going to explore in this chapter the different options and explain 
the alternatives. We start with giving some technical background information. 

SERVER ARCHITECTURE 
This section should give you an overview of the different components the KNIME Server product 
consists of. The different modules carry different functionality.  

The KNIME Server and the WebPortal applications are Java Enterprise applications installed in 
the GlassFish application server (the blue box in the middle of the figure above). They define the 
behavior of the KNIME Server. Users log in to the server and the server authenticates the users 
(checks their passwords) either against an LDAP service or a simple file.  
One of the main tasks of the KNIME Server application is to manage and control the server’s re-
pository. Workflows uploaded to the server go through the server application and are stored in 
the repository – which is a directory on the server’s file system (in the picture above on the 
right). Access to the stored flows is controlled by the application by means of workflow access 
rights, which are stored in the workflow access rights data base.  
In order to execute workflows on the server, the server application instruments a KNIME Execu-
tor (in the picture on the left) to load and execute a flow.  This KNIME Executor is an instance of 
a “normal” KNIME application that is started on the server (without the GUI) and is remote con-
trolled by the server application. The server can - depending on the installation options - either 
use one executor for all workflow executions, or use a separate executor instance for each user.  
It is important to note that workflows can only be successfully loaded and executed on the serv-
er, if the executor has (at least) the same features installed and is of the same version (or newer) 
than the KNIME that was used to prepare the workflow. 
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The installation process on the following pages will first create the workflow repository – which 
is basically creating a directory. Then the KNIME Executor will be installed – which is a “normal” 
KNIME installation with one additional feature for the remote control functionality. And last the 
GlassFish application server will be installed and configured. This is a more complex setup pro-
cess, but it is explained in detail and easy if you follow the instructions step by step. The last step 
in this setup is deploying the KNIME Server application and the KNIME WebPortal application in 
the GlassFish server. 

THE INSTALLATION OWNER 
In most computer infrastructure scenarios there is a special “software” user that does all the in-
stallations of the software and that owns the installation directories, while other users usually 
don’t have write permissions to these directories. It is recommended that the entire installation 
process is done with this user. It is important that the entire KNIME Executor installation - 
the unpacking of KNIME and the installation of all desired additional features -  is done by one 
user. If additional features are added to KNIME with a different user (that cannot write to the 
installation directory) the installation may actually work but causes problems some time later, 
which are then hard to resolve. 

THE USER RUNNING THE GLASSFISH SERVER 
It is recommended that, after everything is in place, the GlassFish server is run by a user other 
than root (on Linux) or System/Administrator (on Windows). There should be a “glassfish” user 
that should own the GlassFish server process. This “glassfish” user can be the same than the one 
that installed the software (see above). This user is also the owner of the workflow repository. 
You can deny access to the repository for all other users in order to prevent direct access to the 
server workflows and the data contained within. 

SHARED KNIME INSTALLATION 
KNIME is used in the server scenario for two reasons: First, the “normal” KNIME users run 
KNIME to create and execute workflows and interactively explore data, and to connect to the 
server to up- and download workflows. Second, the KNIME Server application uses KNIME to 
execute workflows from the server’s repository on the server. This KNIME Executor is the same 
KNIME application than the one used by the users, just with an additional feature. The server 
starts the “normal” KNIME in a non-GUI mode and is able to remote-control the application to 
load flows and execute them. 
In order to be able to load and execute flows on the server the KNIME installation used by the 
server must have all features that were used when creating the flow. Because of that and be-
cause it is the same KNIME application, it is recommended that you use the same installation in 
both scenarios. This is, of course, only possible if you have a directory that is shared by the user 
computers and the server computer. 
If you decide to have two KNIME installations you have to maintain both, you need to make sure 
that the same features (nodes) are installed and that they are of the same version (or the server 
version is a newer one). 

MULTIPLE KNIME EXECUTORS 
If you install the KNIME Server on a Linux operating system, you can configure the KNIME Serv-
er to either use one or multiple KNIME Executor to execute workflows. On Windows the server 
always uses only one KNIME Executor. 
If the server can use multiple executors, it creates one instance for each user that executes a 
flow. This means that the flows of different users run in separate KNIME instances. The KNIME 
instances provide the same functionality - because KNIME is started from the same installation - 
but are independent, don’t share memory and influence each other in the least possible way. 
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On the other hand, each KNIME instance started allocates the full amount of memory you assign 
to KNIME and utilizes the server CPU with up to the maximum number of permitted threads. 
This requires a lot of computer resources if you have many server users. You can limit the num-
ber of concurrent KNIME instances, but that blocks users from executing flows if the maximum 
is reached until a user frees his instance. 
If you decide to have only one executor, all flows go in this instance. All flows share the memory 
and the maximum number of threads allowed (as set in the preferences). If there is a problem 
with one flow, it may influence the other flows.  
Also, if multiple KNIME instances are setup, each instance runs under the (system) user it was 
created for. This might be an advantage when you have external resources that require login 
with the current user. If you have the KNIME ClusterExecution feature installed at the server 
(which is available as a separate product), and the executed workflow submits jobs into the clus-
ter, this is also done as the current user. 
So, it depends on your infrastructure and setup if you prefer multiple or a single KNIME Execu-
tor. There is no general rule or recommendation.  

EMAIL NOTIFICATION 
The KNIME WebPortal and also the KNIME client allows users to be notified by email after a 
workflow finishes execution. The email notifications are all sent from one email address. Prefer-
ably this is a general “glassfish” email account, which is then the sender for all GlassFish notifica-
tions, and whose credentials (username and password) are entered into the GlassFish configura-
tion page. You can also use a personal email account, the password of this account is then stored 
in the GlassFish configuration. 
 
If you don’t want to enable the email notification feature, no email account is required. If the 
GlassFish email account is not available until later, you can always change the configuration and 
enter the account details when they become available. 

QUICKSTART INSTALLATION 
For standard setups you can use the quickstart installation package which is available on the 
download page. This is currently available for Linux and MacOS X. The installation package is 
named “knime_server_installation_x.y.z_os_arch.zip”. Make sure you have downloaded the cor-
rect package and then unzip it into a temporary directory. The installation procedure is then as 
follows: 

1. Put the license file you have obtained (e.g. “knime_server.xml”) into the extracted direc-
tory. 

2. Copy “default-config.inc” to “user-config.inc” and modify the settings according to your 
needs. For a standard installation you only need to change a few settings (if any), e.g. the 
installation directory, the workflow repository directory, or the initially created users. 
For more information about the settings consults the detailed installation instructions 
below. 

3. Execute “install-rmi.sh”, if you don’t have a local KNIME installation on the server al-
ready (including all required extensions). 

4. Execute “install-server.sh” 
 
The subdirectory “etc” contains system start scripts for Linux. 

INSTALLATION 
It is recommended that the entire installation process is done by the user that usually does soft-
ware installations and owns the installation directories. Go through the installation instructions 
step by step. Don’t omit anything. 
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SERVER WORKFLOW REPOSITORY 
Create a directory to serve as the server workflow repository. This is where the KNIME serv-
er stores the workflows. It is recommended to use a directory without spaces in its path. Note 
the path; it will be needed later on in the setup process. 

KNIME SERVER LICENSE 
The KNIME Server application works only as expected if a valid license file is provided. Make a 
new sub-directory in the workflow repository directory created above: 
 

/<workflow repository directory>/licenses.  
 
Copy the KNIME Server license file from the KNIME Server distribution to this directory. Please 
make sure the file name ends with “.xml”. If you didn’t receive a license file or if it is not working 
correctly, please contact KNIME by sending an email to contact@knime.com or to your dedicated 
KNIME support specialist. 
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INSTALLATION OF THE OPEN SOURCE KNIME PLATFORM 
Install the open-source KNIME platform v2.8 on the server. This can be a shared KNIME in-
stallation (see section above). Install all additional plug-ins users may need to run their work-
flows on the server. Make sure to include the KNIME Report Designer extension.  Also install 
the KNIME.com Server-Side Extensions (from the update site archive that you received with 
the KNIME server distribution). If this is a shared installation then you should also install the 
KNIME.com Client-Side Extensions (from the same update site archive). 
 
KNIME must be executable for the Glassfish user (the user that runs the server process) and, if 
you use multiple KNIME executors, for the users that connect to the server.  
 
Start KNIME (with any arbitrary workspace), set all preferences (menu “File” → “Preferences”) 
and export the preferences (menu “File” → “Export Preferences”). Store this preference file in 
the server workflow repository directory (from above) in a file called “.preferences.epf” (the 
name must match precisely. i.e.: “dot-preferences-dot-epf”). 
 
(Note: Be sure to specify the paths of all database drivers in the new preference page, in order 
to be able to execute flows with db nodes. The page is available in the “KNIME” → “Database Driv-
ers” category of the preferences.) 

INSTALLATION OF THE GLASSFISH APPLICATION SERVER 
Prior to the installation of GlassFish, JDK 7 (Java Development Kit Ver. 7) must be installed 
on your system: 
 
Note: If you are installing GlassFish in a Windows operating system and you are planning to cre-
ate a Windows service to automatically start the server after a reboot, it is recommended to in-
stall GlassFish in a directory that’s name contains no spaces. Creating a service that starts a pro-
gram in a directory with spaces is a cumbersome task. 
 
Switch to the user account you want to use for the software installation process. 
 
Download GlassFish from the KNIME website: 

http://www.knime.org/knimecom-product-downloads 
After downloading the jar file, please move it to your preferred installation path. Run “java –jar 
file-name.jar” to extract the GlassFish build files. In order to run the build you have to patch the 
setup.xml (or setup-cluster.xml respectively). Locate the following Ant target at line 140 and add 
the line in bold: 
 
<target name="check-java" depends="setup.init"> 

  <antcall target="validate-java"/> 

  <exec executable="${local.java.home}${file.separator}bin$ 

      {file.separator}java" outputProperty="targeted.java.version"> 

    <arg line="-version"/> 

  </exec> 

  <condition property="java.version.acceptable"> 

    <or> 

      <contains string="${targeted.java.version}" substring="1.5"/> 

      <contains string="${targeted.java.version}" substring="1.6"/> 

 <contains string="${targeted.java.version}" substring="1.7"/> 

    </or> 

  </condition> 

  <fail message="Glassfish requires JDK 1.5 or higher, you have    

      ${targeted.java.version}"  unless="java.version.acceptable"/> 

</target> 
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If you are unfamiliar with the GlassFish setup, you can find a “Quick Start guide” and documenta-
tion under http://glassfish.java.net/downloads/v2.1.1-final.html. For the sake of simplicity, we 
recommend installing GlassFish without clustering support (lib\ant\bin\ant -f setup.xml).  
 
The asadmin command line tool located in 
<Glassfish install dir>/bin provides various ad-
ministrative functions. It allows you, for exam-
ple, to start and stop the application server by 
calling asadmin start-domain or asadmin stop-
domain respectively. 
 
Note: If you want to run workflows on the KNIME Server that submit jobs into an SGE cluster 
(available as an additional feature), then GlassFish should be run as a user that is allowed to 
submit cluster jobs and on a machine that is registered as submit client with the SGE cluster. 
 
After installing GlassFish, start the server (asadmin start-domain), then start a web browser and 
connect to the server running GlassFish to port 4848 (or whichever port you configured as ad-
ministration port): “http://<servername>:4848/”. (If you are still logged on the server, enter 
“http://localhost:4848”.)  The GlassFish login page is displayed and after entering your creden-
tials (default credentials are User: admin, Password: adminadmin) you are forwarded to the 
GlassFish admin console which can be used for the following setup steps. 

GLASSFISH JAVA OPTIONS 
Java options can be added in the admin web page by choosing “Application Server” in the left 
menu and then “JVM Settings” and “JVM Options” in the tabs on the top of the page. The button 
“Add JVM Option” allows inserting these options. 
GlassFish must be started with the following Java options: 

 -Dcom.knime.server.knime_exe=<path to KNIME executable>, set here the absolute path 
to the KNIME executable in the installation that is used by the server to execute work-
flows. Be sure to include the executable in the path (for example 
/opt/KNIME/x86_64/knime, or C:/Programs/KNIME/knime.exe). If you installed KNIME in a 
directory with spaces, please read the note below. 

 -Dcom.knime.server.repository_path=<absolute path to KNIME Server repository> 

 -Dcom.knime.server.rmi_port=<port> specifies the port on which the server will com-
municate with the KNIME executable. The default port is 50100. (For personalized 
KNIME instances see below.) 

 -Xmx2G assigns 2 gigabyte of memory to the server application. 

 -Djava.awt.headless=true 

 –XX:MaxPermSize=384M 

 -Dcom.knime.server.sudo_cmd=<path to the sudo executable> Use “foo” or similar to pre-
vent multiple executors from being used in the KNIME Server.  Otherwise see the Multiple 
Executors section for more information. 

 In case you changed the default port (8080) for the Web-Server (http-listener), you need 
to set this property: -Dcom.knime.reporting_port=<URL>, where <URL> specifies the loca-
tion of the webservice wsdl (default is 
http://localhost:8080/ODAWorkflowAccessService/ODAWorkflowAccessBean?wsdl). 

 Now is also a good time to define the admin users or group (for adding users and groups 
see below): -Dcom.knime.server.server_admin_group=admin sets all users of the prede-
fined group admin as KNIME server administrators. You may also now define specific 
users as KNIME server administrators: 
 -Dcom.knime.server.server_admin_users=<user>,<user>,… 

Note: The GlassFish server admin page cannot handle spaces in paths specified with Java op-
tions. The easiest way to specify paths with spaces is by editing the domain.xml file with a text 

Note: If the setup script fails you may need to tell it where 
to find the Java JDK. Set the JAVA_HOME environment var-
iable to the JDK installation directory (that contains sub 
directories “demo”,”sample”, and “jre”).  
E.g. set JAVA_HOME="C:\Program Files\Java\jdk1.6.0_30" 
(Windows) or export JAVA_HOME=/usr/lib64/jvm/java 
(Linux)  

http://glassfish.java.net/downloads/v2.1.1-final.html


KNIME Server v3.7 – Installation Guide  10 

© Copyright, 2013, KNIME.com AG, Zurich, Switzerland. 

editor. This file can be found in <glassfish-dir>/domains/<domain-name>/config (where <domain-
name> is “domain1” unless you have changed it). Search for “jvm-options” and add the required 
options there (no quoting or escaping of special characters is needed there).  
Restart the server afterwards. 

GLASSFISH LOGGING 
In order to avoid cluttering of the log file directory, please adjust the following settings: 
The server’s log file rolls over depending on the server’s settings (i. e. it creates a new file keep-
ing the old file with a timestamp added to its name): In the server’s administration page, select 
“Application Server” from the menu on the left, then select the “Logging” tab. There you can set 
the file rotation limit either based on the size of the log file or based on the time.  
By default all log files are kept in the domain’s log directory 
(<glassfish>/domains/<domain>/logs). To avoid cluttering up of the directory limit the number 
of files the server keeps: With the JVM option  

-Dcom.sun.enterprise.server.logging.max_history_files=<n>  
you set the maximum number of rotated log files that are stored in the log file directory. 

KNIME EXECUTOR JOB HANDLING 

JOB SWAPPING 
Jobs that are inactive for a certain period of time are swapped to disc and removed from the ex-
ecutor to free memory and/or executor instances. A job is considered inactive if it is either fully 
executed or waiting for user input (on the WebPortal). If the user resumes working on the flow it 
will be loaded from disc automatically.  
To control the time of inactivity, before a job is swapped out, set the JVM option 

-Dcom.knime.server.job.max_time_in_memory=<time in minutes> 
The default value (if the option is not set) is 60 minutes. 
If you specify a negative number this feature is disabled and inactive jobs stay in memory until 
they are discarded. 
 
Note: There are certain flows that will not be restored in the exact same state that it was in, be-
fore it got swapped out. For example, if a flow gets swapped with a loop partially executed, this 
loop iteration will be reset and the loop execution is restarted. 

JOB AUTO-DISCARD 
There is an additional threshold for inactivity of a job after which it may be discarded automati-
cally. A discarded job due to inactivity cannot be recovered.  The time threshold for a job to be 
automatically discarded is controlled by setting the JVM option:  

-Dcom.knime.server.job.max_lifetime=<time in minutes> 
The default value (if the option is not set) is 1 week (=10080 minutes). 
If you specify a negative number this feature is disabled and jobs stay in the executor's memory 
until they are discarded manually. 

RESTARTING THE EXECUTOR 
The server utilizes a new executor after a certain time in order to allow changes in the executor's 
configuration that require a restart. This renewal of the executor should not have any effect on 
workflow execution and should not significantly impact end-users. The server will start a second 
instance of the executor as needed and load workflows in the new instance from then on – retir-
ing the old executor instance after all jobs in the retired executor are finished.  
You can control the time after which a new executor instance is created by setting the JVM 
option 

-Dcom.knime.server.executor.max_lifetime=<time in minutes> 



KNIME Server v3.7 – Installation Guide  11 

© Copyright, 2013, KNIME.com AG, Zurich, Switzerland. 

The default value (if the options is not set) is 1 day (=1440 minutes). 
If you specify a negative number this feature is disabled and one executor is used during the 
server's uptime (or until retired manually, see below). 
  
Note: When this feature is enabled, the server computer must have enough resources to host two 
KNIME Executors (or more, if you configured the server to use one executor per user). Each ex-
ecutor instance requires the amount of memory specified in the knime.ini file. 
 
You can retire all currently running executors manually at any point in time:  
Create a file named "rmirestart" in the server's workflow repository directory (the directory 
where the preference and knime ini files are located). 
When this file is created, the server will swap out all jobs in the existing executors (if possible) 
and instantiate a new executor instance the next time a workflow is loaded. 
You will notice that the server recognized the manual restart request if the “rmirestart” file is de-
leted automatically. Additionally, a message will be logged to the server's log file. 

RUNNING MULTIPLE KNIME EXECUTORS 
With the default settings (from above) the servers uses one KNIME Executor for all workflows 
executed on the server. On Linux based systems the KNIME Server offers the option to create a 
separate, independent KNIME executor instance for each user. (See section above.)  
In order to use multiple KNIME Executors, the following configuration is recommended – if you 
don’t need multiple Executors, you can skip this section: 

1) Create a new system user “glassfish” and add him to a glassfish group. Set this user and 
group as owner of the GlassFish installation directory (chown -R glassfish:glassfish <glass-
fish-install-dir>) and run the GlassFish server under this user. Change the ownership for 
the KNIME Server repository directory in the same way and remove the permissions for 
all others (chmod -R go-rwx <repo-dir>/workflows and chmod -R go-rwx <repo-dir>/temp. 
The knime.ini file and the .preferences.epf file must be readable for all). 

2) Create a knime user (or any “software user”, different from the “normal” users and differ-
ent from the glassfish user) who owns the installation directory of KNIME, group and 
other only have read/execute but no write rights. 

3) Install the sudo package if necessary and add the following configuration by running 
visudo as root: 
Cmnd_Alias KNIME_EXE = <path to KNIME executable> 
glassfish ALL=(ALL) NOPASSWD: KNIME_EXE 
#Defaults    requiretty (needs to be commented out, i.e. disabled) 

4) The following Java options are used to configure the KNIME executors: 
 -Dcom.knime.server.sudo_cmd=<path to the sudo executable> sets the path to the 

sudo executable (default is /usr/bin/sudo). If this option points to a non-existing file 
only one shared KNIME executor is used for all users. 

 -Dcom.knime.server.rmi_port=<port> sets the port the first KNIME executor instance 
listens to. The second instance listens to <port>+1 and so on. Default value is 50100. 

 -Dcom.knime.server.rmi_max_instances=<n> sets the maximum number of KNIME ex-
ecutor instances that are started. Please note that this parameter restricts the maxi-
mum number of users that can execute workflows on the server at the same time. 

 -Dcom.knime.server.chmod_cmd=<path to the chmod executable> sets the path to the 
chmod command (the default is /bin/chmod). 
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SETTING UP THE SERVER’S DATABASE  
Start the Derby DB included in the GlassFish installation. This can be done on the command line 
using the asadmin tool with the command: 
<glassfish-dir>/bin/asadmin start-database 
Go back to the GlassFish admin console web page for the setup of the KNIME database (connec-
tion pool and JDBC resource):  
Create a new connection pool: From the menu select “Resources” → “JDBC” → “Connection 
Pools”, and click “New…”. As name enter “knime_DerbyPool”, as resource type select 
“javax.sql.DataSource”, and as database vendor choose “JavaDB”. Then click “Next”. On the upcom-
ing page you can keep the default options and scroll down to the “Additional Properties” form and 
make sure that it contains the following properties:  

Name Value 

serverName Localhost (should be the default) 

portNumber 1527 (should be the default) 

databaseName knime (enter this value) 

user knime (enter this value) 

password <password> (choose a password) 

connectionAttributes ;create=true (enter this value – yes, with the semicolon) 

 

All other properties need to be deleted. Click finish.  
Now the JDBC resource can be created: From the menu select “Resources” → “JDBC” → “JDBC 
Resources” and click “New…”. Please use “jdbc/knime” as JNDI name, choose the previously creat-
ed connection pool as pool name and click “OK”. The database and user account are created au-
tomatically on the first login if it does not exist yet. 
Alternatively, the previous steps can also be accomplished using the asadmin command line util-
ity. 
Configure a new Connection Pool for the KNIME database by entering (all in one line): 

<glassfish-dir>/bin/asadmin create-jdbc-connection-pool --datasourceclassname 
org.apache.derby.jdbc.ClientDataSource --restype javax.sql.DataSource --property portNum-
ber=1527:password=<password>:user=knime:serverName=localhost:databaseName=knime:co
nnectionAttributes=\;create\\=true knime_DerbyPool 

The newly created connection pool can be tested with the command : 
<glassfish-dir>/bin/asadmin ping-connection-pool knime_DerbyPool 

Finally a new JDBC datasource is created by (one line): 
 <glassfish-dir>/bin/asadmin create-jdbc-resource --connectionpoolid knime_DerbyPool 

jdbc/knime 

SETTING UP THE SERVER’S EMAIL RESOURCE  
Create a new JavaMail Session: From the menu select “Resources” → “JavaMail Sessions” and 
click “New…”. As “JNDI Name” enter “mail/knime”, specify your SMTP server as Mail Host, the 
user name for authentication and the default return email address. This email address will ap-
pear as the sender of the notification emails. Make sure that the status is enabled. The advanced 
options have reasonable default values. Additional properties can be defined depending on your 
mail server setup. For a list of the available properties, see 
http://javamail.kenai.com/nonav/javadocs/index.html. 
Some common properties are shown in the table below: 

http://javamail.kenai.com/nonav/javadocs/index.html
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Name Value 

mail.smtp.port <port> 

mail.smtp.auth true 

mail.smtp.password <password> 

mail.smtp.starttls.enable true 

mail.smtp.ssl.enable true 

 

Click OK. 
 
If you do not intend to use the email notification service (available in the KNIME WebPortal for 
finished workflow jobs), you can enter a non-existing mail server. But it is still necessary to cre-
ate the JavaMail Resource with exactly the JNDI name as specified above. 

AUTOMATICALLY STARTING THE KNIME SERVER 
In order to start the KNIME Server after a reboot, you need to define a service (Windows) or a 
runlevel script (Linux) that starts the server’s database and the GlassFish server’s domain and 
brings them down at a machine shut down. 

CREATING A WINDOWS SERVICE 
Use the Windows command sc.exe to create two services controlling the server’s database and 
the application server’s domain. It is located in the Windows System32 directory (usually 
C:\Windows\System32\sc.exe). The defined services use a GlassFish utility appservService.exe in 
the lib directory of the GlassFish installation directory. Execute the following commands in a 
command shell (cmd.exe) with administrator privileges (each in one line): 
Create the service controlling the database: 

sc.exe create KNIMEDatabase binPath= "<glassfish-dir>\lib\appservService.exe 
\"<glassfish-dir>\bin\asadmin.bat start-database\" \"<glassfish-dir>\bin\asadmin.bat 
stop-database\"" start= auto DisplayName= "KNIME Database Service" 

(Note: There is no space before, but a space after the equal signs) 
Create the service controlling the domain (depending on the above database service): 

sc.exe create KNIMEDomain depend= KNIMEDatabase binPath= "<glass-
fish-dir>\lib\appservService.exe \"<glassfish-dir>\bin\asadmin.bat start-domain <domain>\" 
\"<glassfish-dir>\bin\asadmin.bat stop-domain <domain>\"" start= auto DisplayName= 
"KNIME Domain Service" 

Set a description for the database service: 
sc.exe description KNIMEDomain "This service controls the GlassFish application server for the 
KNIME Server" 

Set a description for the domain service: 
sc.exe description KNIMEDatabase "This service controls the GlassFish database for the KNIME 
Server" 

Note: If you installed GlassFish in a directory with spaces in its path, you need to surround the 
asadmin.bat path in the commands above with an additional \\\” (replace the \”<glassfish-
dir>\bin\asadmin.bat\” with \\\”<glassfish-dir>\bin\asadmin.bat\\\”). (This is taken from Denis 
Wang’s Blog at http://denistek.blogspot.com/2008/05/glassfish-and-windows-service.html) 
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DEFINING A LINUX RUNLEVEL SCRIPT 
Copy the runlevel script (glassfish_knime_server) provided with the download package.  
Modify the variables at the beginning of the script for the users and commands used. 
In the Service Manager of your distribution add this script as service. 
For instance, on Redhat Linux copy the script to /etc/init.d/ and add it with the chkconfig --add 
glassfish_knime_server command. 

DEFINING SERVER USERS 
The KNIME Server requires user authentication. The users that are allowed to connect to the 
KNIME Server can either be defined locally on the application server or in an LDAP server, or 
both. 

DEFAULT ROLE MAPPING 
Users can be organized in groups. For proper user group handling in the server it is important 
that the following option is enabled: In the server’s administration page from the left menu se-
lect “Configuration” → “Security”. On this page, there is an options “Default Principal to Role Map-
ping”. Select this option by checking “Enabled” and click “Save”. 
 It is important that this option is enabled before the server application is deployed. 

LOCAL USERS – FILE REALM 
To define local users, you can use the server’s file realm: In the server’s administration page 
from the left menu select “Configuration” → “Security” → “Realms” → “file”. 
Click on “Manage users” on this page. It opens a new page with the table of the currently defined 
users. Click “New…” to add a user. Enter a user name and password and make sure the “Group 
List” field contains at least one of the following groups: 
 

Group Name Permissions 
knime Connect to the server and list workflows in the server repository 
admin A predefined group for users that should have no access restrictions 
group1 A predefined user group 
group2 Another predefined user group 

You can assign multiple groups to one user by separating them with a comma.  
For example: User ID: “admin”, Group List: “knime,admin” 
(Unfortunately there is no spell checking, as groups in GlassFish are defined as you enter them. 
Please make sure you specify the groups exactly as written above.) 
For instructions how to create more user groups, please read below in the section “Changing Us-
er Groups”. 
Click “OK” to save the new user(s).  

LDAP AUTHENTICATION REALM 
When using the LDAP (Lightweight Directory Access Protocol) authentication, possibly in con-
nection with a Windows Active Directory (AD), the following steps are necessary to register an 
LDAP realm within the GlassFish security configuration: 

1) Log into the GlassFish admin page 
2) From the left menu select “Configuration” → “Security” → “Realms” 
3) Create a "New..." realm 
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 Enter a name for the new realm 
 Select the Class Name: com.sun.enterprise.security.auth.realm.ldap.LDAPRealm 

 Stay with default JAAS context: ldapRealm 

 Enter your LDAP server Directory: ldap://<server>:<port> (default port 389) 

 Enter a Base DN as: dc=<name>,dc=<server>,dc=<domain> 

 Assign Group: optional, enter all default groups you want to assign, all user groups 
will be retrieved from the underlying LDAP directory. 

4) Add Additional Properties:  
 To get user groups, enter the propertyName: group-search-filter, Value: 

(&(objectClass=group)(member=%d)) 

 Name: search-filter, Value: (&(objectClass=user)(sAMAccountName=%s)) 

 Optional, if no uid is available in the LDAP directory, an LDAP “lookup-user” needs to 
be created to perform the bind operation. Add these properties then: 

 Name: search-bind-dn, Value: 
cn=<lookup-user>,dc=<name>,dc=<server>,dc=<domain> 

 Name: search-bind-password, Value: <password of lookup user> 
5) Create a new JVM option: From the menu on the left, select “Application Server”. In that 

page, open the tab “JVM Settings” and in there, the tab “JVM Options”. Click “Add JVM Op-
tion” and enter the following option in the new field: 
-Dcom.knime.enterprise.server.client.realm=<new realm name>, where <new realm 
name> is the name from above step 3). 

This configuration authenticates a user against an LDAP directory. The user group information 
can be used to assign users to certain groups (see section “Changing User Groups”). Note, those 
settings are very specific to different LDAP directories and must carefully be reviewed and ad-
justed. 
 
The GlassFish server sends a lot of authentication requests in a short period of time to the LDAP 
server – overwhelming some of the servers.  
Therefore, we provide an additional login 
module, which caches the user authentica-
tions – and in addition to that allows you to 
add users through a file realm, allowing for 
users that are not in the system ldap to access 
the server. This module is part of the KNIME 
Server download package. The 
com.knime.enterprise.ldapcache.jar needs to be copied to <glassfish-dir>/lib folder. In addition, 
the <glassfish-dir>/domains/<domain-name>/config/login.conf file needs to be edited: replace the 

Note: The login module is originally created by the glass-
fish developers and released under the CDDL. The license 
terms are available at 
http://glassfish.java.net/public/CDDL+GPL.html. It is 
open source software; please send an email to con-
tact@knime.com if you wish to receive the source code. 

http://glassfish.java.net/public/CDDL+GPL.html
mailto:contact@knime.com
mailto:contact@knime.com
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ldapRealm entry with KNIME’s LDAP login module 
com.knime.enterprise.ldapcache.LDAPLoginModuleCached.  
 
The following options can be set in the GlassFish admin page (GlassFish → “Application Server” 
→ “JVM Settings” → “JVM Options”): 

 -Dcom.knime.server.file-realm=<path-to-keyfile> adds the users defined in the specified 
keyfile to the KNIME Server users (please read below how to create the keyfile). Default is 
no additional users, only ldap users. 

 -Dcom.knime.server.ldap-groups=<group>,<group>,…defines the groups that are allowed to log 
in to the server. Only users that are assigned to one of the specified groups are permitted 
on the server, all other users are rejected. Default value allows users from all groups. 

 -Dcom.knime.server.login-cache=<seconds> sets the caching time of passwords and group 
memberships. After the specified time the server contacts the ldap server again to refresh 
the user credentials. Low numbers cause many requests to the ldap server, very high 
numbers cause password and group membership changes/user blocks to be propagated 
rarely. Default value is 300 (=5min). A value of zero means no caching (contacting the ldap 
server for every authentication request of the GlassFish server) and negative numbers 
cause unlimited caching (contacting the ldap server only once for each user login). 

To apply these options, you need to restart the GlassFish server. Both, file and ldap realm can 
now be used simultaneously. 
Creating the keyfile: The best way of creating the keyfile for the additional server users is 
through the configuration pages of the file realm (GlassFish → “Security” → “Realms” → “file”). At 
this page the location of the file is available in the “Key File:” field (default is <glassfish-
dir>/domains/<domain-name>/config/keyfile). And it can be modified through the “Manage Users” 
button. After saving the defined users you can copy the file to another location, if you wish, or 
you specify the default location with the -Dcom.knime.server.file-realm option. Note: the group 
membership of the users in this file is not checked against the -Dcom.knime.server.ldap-groups 
option, assuming all users specified in the file are allowed to access the server. Changes to this 
file only take effect after a server re-start. 

APPSERV-RT.JAR PATCH 
If your LDAP server receives a flood of authentication requests from KNIME, you may need to 
patch your appserver-rt.jar file located in <glassfish directory>/lib.  A working version of this 
file may be found with your installation files. 

DEPLOYMENT OF THE KNIME SERVER APPLICATION 
After all of the above settings are made and you restarted the server to apply the new values, 
you can now deploy the KNIME Server applications: 
Download or save the “com.knime.enterprise_X.X.X.xxx.ear” Enterprise Application archive file 
(which is part of the KNIME Server distribution). In the GlassFish administration page, select 
from the left menu “Application” → ”Enterprise Applications” and choose the previously down-
loaded file for deployment. (If you find the “com.knime.enterprise_Y.Y.Y.yyy” application already 
listed in the “Deployed Enterprise Applications” section, undeploy it before deploying a new ver-
sion.) 
Instead of using the admin console the deployment and undeployment can also be accomplished 
in the terminal using the asadmin tool. The command line syntax is 
<glassfish-dir>/bin/asadmin deploy <path-to-ear-file>/ com.knime.enterprise_X.X.X.xxx.ear 
and 
<glassfish-dir>/bin/asadmin undeploy com.knime.enterprise_Y.Y.Y.yyyy 
respectively. Please have a look at “asadmin help deploy” for details. 
Restart GlassFish after these changes. Either click “restart” in the administrative page in the 
browser, or enter the commands asadmin stop-domain followed by asadmin start-domain in a 
command line shell. Now the server is ready to accept requests from the KNIME client. 
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Note: If the KNIME installation is a shared installation (i.e. the server and users run KNIME from 
the same location), you could – if you wish – use different settings for the server to run KNIME. 
Copy the knime.ini file from the installation directory into the server repository directory and 
modify it there (e. g. set a higher memory limit). If no knime.ini file is stored in the repository, the 
default ini file from the installation directory is used. (NOTE: The server takes the default ini file 
from the same directory than the KNIME executable. If you specify a wrapper script as executa-
ble that is located outside the installation directory it doesn’t find the default ini file. In this case 
copy the ini file from the installation directory in the server repository.) 
Note: If KNIME executes a flow on the server, it runs under the same user the GlassFish server 
was started with (unless you have setup the use of multiple KNIME executors – see section 
above). This user must have permissions to launch KNIME. And, if Cluster Execution is used 
(available as separate KNIME feature), this user and the server host must have the right to sub-
mit to the cluster. 

KNOWN ISSUES 

ALWAYS RESET WITH FLOW VARIABLES 
If the values of flow variables are changed in the remote execution dialog, the flow must be reset 
in order for the new values to be propagated. In this case, don’t remove the checkmark “Reset 
before Execution” in the execution dialog. 

KNIME.INI FILE NOT FOUND 
If the KNIME instance that is used to execute flows on the server doesn’t seem to have the set-
tings specified in the knime.ini file, it is possible that the server didn’t find the ini-file: The server 
takes the default ini-file from the same directory than the KNIME executable. If you specify a 
wrapper script as executable that is located outside the installation directory it doesn’t find the 
default ini-file. In this case copy the ini-file from the installation directory into the server reposi-
tory directory. 

I-IOP LISTENER 
In case of connection problems to the server, fix the IIOP host address. In the admin console got 
to: "Configuration" -> "ORB" -> "IIOP Listeners" -> "orb-listener-1”. Set "Network Address" to the 
fully qualified name of the server. Check the /etc/hosts file to make sure that the fully qualified 
name of the server is not mapped to the loopback interface (127.0.0.1). 
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LICENSE RENEWAL 
If the server is not behaving as expected due to license issues, please contact KNIME by sending 
an email to contact@knime.com or to your dedicated KNIME support specialist. 
If the license file is missing or is invalid a message is logged to the server’s log file during server 
start up. KNIME clients are not able to connect to the server without a valid server license. Login 
fails with a message “No license for server found”. 
If the KNIME Server license has expired connecting clients fail with the message “License for en-
terprise server has expired on …”. Please contact KNIME to renew your license. 
After you receive a new license file, remove the old expired license from the 
/<server_repository_dir>/licenses directory. In case there are multiple license files in this direc-
tory, find the one containing a line with “name” = “Enterprise Server” and the “expiration date” set 
to a date in the past. The license file is a plain text file and can be read in any text editor.  
Store the new license file in the license directory with the same owner and the same permissions 
as the old file. 
The new license is not applied until an application re-launch or a server restart. Restart the 
server through the established service, or reload the application by creating a file named 
“.reload” in the 
/<glassfish-dir>/domains/<domain>/applications/j2ee-apps/com.knime.enterprise_x.x/ directory. 

USER ACCESS PERMISSIONS 
You can assign access permissions to each server item (workflows or workflow groups) to con-
trol the access of other users to your workflows and groups.  

THE OWNER 
The server stores the owner of each server item, which is the user that created the item. When 
you upload a flow, copy a workflow, save a workflow job (an executed flow) or create a new 
workflow group you are assigned to the new item as owner. When a new server item is created, 
you can set the permissions how you want this item to be available to other users. Later on, only 
the owner can change permissions on an item. 

USER GROUPS 
When the KNIME Server administrator defines the users that have access to the KNIME Server, 
the users are assigned to groups. Groups can be defined as needed – for example one group per 
department, or per research group, etc. Each user must be in at least one group, and could be in 
many groups. 
You can set a group to be an administrator group (with the Java option 
“-Dcom.knime.server.server_admin_group=<group name>” see section “GlassFish Java Options” 
above). Users assigned to that group are considered Server Administrator. 

SERVER ADMINISTRATOR 
Specific users can be set Server Administrator with a Java option 
(-Dcom.knime.server.server_admin_users=<user>,<user>,…, see section GlassFish Java Options 
above) or by assigning them to the administrator group (see section above). Server Administra-
tors are not restricted by any access permissions. Administrators always have the right to per-
form any action usually controlled by user access rights. They can always change the owner of 
an item, change the permissions of an item, they see all workflow jobs (while regular users only 
see their own jobs) and they can delete all jobs and items. 
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ACCESS RIGHTS 
There are three different access rights that control access to a workflow and two for a workflow 
group: 

WORKFLOW GROUP PERMISSIONS 

Read Allows the user to see the content of the workflow group. All workflows 
and subgroups contained are shown in the repository view. 

Write If granted, the user can create new items in this workflow group. He can 
create new subgroups and can store new workflows or MetaNode Tem-
plates in the group. Also deletion of the group is permitted. 

 

Note: In order to access a workflow it is not necessary to have read-permissions in the workflow 
group the flow is contained in. Only the listing of contained flows is controlled by the read-right. 
Also, a flow can be deleted without write permission in a group (if the corresponding permission 
on the flow is granted). 
Also, in order to add a flow to a certain group, you only need permission to write to that particu-
lar group, not to any parent group. 

WORKFLOW PERMISSIONS 

Execute Allows the user to execute the flow, to create a workflow job from it. It 
does not include the right to download that job, or even store the job after 
it finishes (storing requires the right to download).  

Write If granted, the user can overwrite and delete the workflow.  

Read Allows the user to download the workflow (including all data stored in 
the flow) to its local desktop repository and inspect the flow freely. 

 

Note: Executing or downloading/reading a flow does not require the right to read in the group 
that contains the flow. In fact, there is currently no right controlling the visibility of a single flow 
(there is no “hidden” attribute). 

ACCESS TO WORKFLOW JOBS AND SCHEDULED JOBS 
There are no permissions to be set on a workflow job or a scheduled job. Only the owner – the 
user that created the job – can see the job in the repository view, and he is the only user that can 
delete it (and any Server Administrator). 
In order to store a workflow job as new workflow in the server’s repository, the user needs the 
right to download the original workflow (the flow the job was created from). (This is a require-
ment, because the newly created workflow is owned by the user that stores the job – and the 
owner can easily grant itself the right to download the flow. Thus, if the original flow didn’t have 
the download right set, the user that is allowed to execute the flow could easily work around the 
missing download right.) 

“OWNER”, “GROUP”, AND “OTHER” RIGHTS  
As the owner of a server item (workflow, MetaNode Template or workflow group) you can grant 
access rights to other users. But you can only assign permissions on a group level, not for partic-
ular users.  
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OWNER RIGHTS 
The owner can assign permissions to himself to protect a flow from accidental deletion. He can 
change his own permissions at any time.  

GROUP RIGHTS 
The owner of a server item can assign permissions to all users of a specific group. If an access 
right is granted to a group, all users that are assigned to this group have this right. 

“OTHER” RIGHTS 
Permissions can be set to all users that are not the owner and that are not in one of the groups. 
 

NOTE: Access rights are adding up and can’t be withdrawn – that means, if, for example, you 
grant the right to execute a flow to “other” users and you define permissions for a certain group 
of users not including the execute right, these users of that group are still able to execute that 
flow, as they obtain that right through the “other” permissions.  

SUMMARY OF SUPPORTED JAVA OPTIONS 
As an overview, here is a list of all supported JVM options for the KNIME Server. They are en-
tered either in the server’s administration page, Menu “Application Server”, tab “JVM Settings” and 
“JVM Options”, or (if there are spaces in the values this is the required way) directly in the do-
main.xml file (located in <glassfish_dir>/domains/<domain>/config). 
After making changes to these options the server needs to be shut down and restarted for the 
changes to take effect. You could click the corresponding link in the admin page, or execute the 
following commands from the command line: <glassfish-dir>/bin/asadmin stop-domain and after it 
finishes <glassfish-dir>/bin/asadmin start-domain. 

-Dcom.knime.enterprise.server.client.realm=<realm-name> 

Specifies the realm used by the reporting web client for user authentication. 
Default is “file” realm. 

-Dcom.knime.server.server_admin_group=<group> 

Specifies the admin group. Users belonging to this group are considered 
KNIME Server admins (not GlassFish admins). Default is no admin group. 

-Dcom.knime.server.server_admin_users=<user1>,<user2> 

Specifies the user(s) that are KNIME Server admins (not GlassFish admins). 
Default is no users. 

-Dcom.knime.server.knime_exe=<path to knime executable> 

Specifies the KNIME executable that is used to execute flows on the server. 
Default is none (no execution available on the server). 

-Dcom.knime.server.repository_path=<path to workflow repository> 

Specifies the directory where the server stores the uploaded workflows. No 
default. Required. 

-Dcom.knime.server.rmi_port=<port> 

Specifies the port, the server uses to communicate with the KNIME Executor. 
Default is port 50100 With multiple executors and/or automatic executor re-
newal multiple consecutive ports are used.  

-Dcom.knime.server.sudo_cmd=<path to sudo command> 
Specifies the sudo command. Defaults to “/usr/bin/sudo”. (If no sudo com-
mand is available, only one KNIME Executor is available for all server users.) 
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-Dcom.knime.server.chmod_cmd=<path to chmod command> 

Specifies the path to the command that allows changing permissions on the 
file system. Defaults to “/bin/chmod”. 

-Dcom.knime.server.rmi_max_instances=<number> 

Specifies the maximum number of KNIME Executors used on the server (de-
faults to 10), if multiple KNIME Executors are used. 

-Dcom.knime.server.job.max_time_in_memory=<time in minutes> 

Specifies the time in minutes of inactivity before a job gets swapped out from 
the executor (defaults to 60), negative numbers disable swapping. 

-D com.knime.server.job.max_lifetime=<time in minutes> 
Specifies the minutes of inactivity, before a job gets discarded (defaults to 
10080 = 1 week), negative numbers disable forced auto-discard. 

-D com.knime.server.executor.max_lifetime=<time in minutes> 
Specifies the time in minutes after which an executor is retired and a new in-
stance is created (defaults to 1440 = 1 day), negative numbers disable. 
To manually renew the executor, create a file  
"<server_workflow_repository>/rmirestart" 

-Dcom.knime.server.read_timeout=<sec> 

Specifies the time before the report generation times out. Defaults to 0, 
meaning no time out. It is discouraged to change this value. 

-Dcom.sun.enterprise.server.logging.max_history_files=X 
Specifies the maximum number of (rotated) log files to be kept. See also the 
“Application Server” → “Logging” admin page. 

-XX:MaxPermSize=384M 
Sets the “perm gen space” to 384 MB. This is a Java internal memory area that 
should be set to this size. 

-Xmx<n>G 
Specifies the amount of memory available to the server. <n> should be at 
least 2, for example -Xmx2G assigns two gigabyte to the server application. 

-Djava.awt.headless=true 
Required option for the KNIME Reporting. 

-Dcom.knime.reporting_port=<URL> 
Specifies the location of the webservice wsdl (default is 
http://localhost:8080/ODAWorkflowAccessService/ODAWorkflowAccessBean?w
sdl). Must be adapted e.g., if the port of the web server (http-listener) is 
changed. 

-Dcom.knime.server.file-realm=<path-to-keyfile>  
Adds the users defined in the specified keyfile to the KNIME Server users. On-
ly evaluated if the KNIME ldap login module is used. 

-Dcom.knime.server.ldap-groups=<group>,<group>,… 
Defines the groups that are allowed to log in to the server. Default value al-
lows users from all groups. Only evaluated by the KNIME ldap login module. 

-Dcom.knime.server.login-cache=<seconds>  
Sets the time after which the ldap server is contacted to re-evaluate the user 
password. Default value is 300 (=5min). Zero means no caching, negative 
numbers cause unlimited caching. Only evaluated by the KNIME ldap login 
module. 

 
In the client KNIME Desktop Platform, these options are supported by the KNIME Server: Add 
them to the knime.ini file. After the -vmargs line, each in a separate line. 

-Dcom.knime.server.server_address=<KNIME server> 

Sets the <KNIME server> as the default Workflow Server in the client view. 
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LOG FILES 
There are several log files that could be inspected in case of unexpected behavior: 

GLASSFISH APPLICATION SERVER LOG 
Location: <glassfish-dir>/domains/<domain>/logs/server.log 
This file contains all GlassFish server messages, including the output of the KNIME Server appli-
cation. It does NOT include the messages of the KNIME Executor (that executes workflows on the 
server). 
The server’s log file rolls over depending on the server’s settings: In the server’s administration 
page, select “Application Server” from the menu on the left, then select the “Logging” tab. There 
you can set the file rotation limit either based on the size of the log file or based on the time. 
With the JVM option  

-Dcom.sun.enterprise.server.logging.max_history_files=<n>  
you can set the maximum number of rotated log files that are stored in the log file directory.  

WEBPORTAL LOG 
Messages from the webportal will be also be logged at: 
<glassfish-dir>/domains/<domain>/logs/knime-webportal.log 

KNIME EXECUTOR LOG 
Location: 
<workflow-repository>/runtime/runtime_knime-rmi_<suffix>/.metadata/knime/knime.log 
Depending on the configuration, the suffix is either a number or a username, or a combination of 
both. 
This file contains messages from the KNIME Executor that is used to execute workflows on the 
server (for manually triggered execution, scheduled jobs, and also for generated reports, if 
KNIME Report Server is installed). 
Also useful in some cases is the Eclipse log file. Location: 
<workflow-repository>/runtime/runtime_knime-rmi_<suffix>/.metadata/.log 

KNIME PLATFORM (CLIENT) LOG 
Location: <local-workspace>/.metadata/knime/knime.log 
This file contains messages of the client KNIME application. Messages occurring during server 
communications are logged there. The Eclipse log of this application is in  
<local-workspace>/.metadata/.log 

CHANGING USER GROUPS 
By default four groups are defined in the KNIME Server application. If you want to change the 
names of these groups or add groups, you should edit the file  
<glassfish-dir>/domains/<domain>/applications/j2ee-apps/com.knime.enterprise_X.X.X.xxx 
/com.knime.enterprise.server_jar/META-INF/ejb-jar.xml 
In this file, there are two places where you need to make changes: 
At the top of the file, in the section <enterprise-beans> <session> there is a list of the defined 
groups. Each group appears twice - in the <role-name> and in the <role-link> attribute. Change 
this list according to the desired user group naming. 
Further down in the file, there is a section <assembly-descriptor>. Each group appears here in the 
attribute <role-name>. Make sure that you change this list according to the changes from above. 
In order for your changes to take effect, you need to reload the server application: create a file 
named “.reload” in the 
<glassfish-dir>/domains/<domain>/applications/j2ee-apps/com.knime.enterprise_X.X.X.xxx 
directory (a server restart is not sufficient to propagate the changes).  
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KNIME WEB SERVICE INTERFACE 
The server offers a basic web service interface using the SOAP protocol. The service description 
is available under a specific URL, which is printed in the admin console of the GlassFish server. 
Login to the admin page (http://<servername>:4848) and select “Web Services”  → ”GenericWork-
flow” from the menu on the left.  
The default WSDL location is:  
 ”http://<servername>:8080/GenericWorkflowService/GenericWorkflow?wsdl” 

OPERATIONS 
The service is a generic interface, which is parameterized with the path of the workflow to be 
executed and its available workflow variables. Workflows can be run either synchronously, i. e. 
the web service invocation stalls until the job completes/fails, or asynchronously. In the latter 
case, the job submission returns a unique ID representing the pending task of the workflow exe-
cution. The status can be checked periodically using the corresponding getStatus method.  The 
available operations are listed below: 
 

Operation (Method) Input Output Description 

listWorkflows <none> String[] – 
  list of available 
  workflows 

Get all workflow paths of 
workflows visible to the 
current user 

listWorkflowCredentials String 
 workflow path 

WorkflowCredentials[] 
 List of all workflow 
 credentials defined 
 on this workflow 

Get a list of workflow cre-
dentials for a given work-
flow 

listWebServiceVariables String 
 workflow path 

WebServiceVariable[] 
  List of all workflow 
 variables with their 
 default assignment 

Get a list of workflow varia-
bles for a given workflow 

invokeSync String 
 workflow path 
WebServiceVariable[] 
 list of flow variables 

WorkflowStatus 
 status of flow after 
  execution 

Execute a workflow, wait 
for it to finish. 

invokeAsync 
 

String  
 workflow path 
WebServiceVariable[] 
  list of flow variables 

String  
 job ID 

Execute a workflow, get job 
ID representing pending 
task 

getStatus 
 

String  
 job ID 

WorkflowStatus 
 status of workflow  

Get status of a running job 

generateReport String 
 Job ID 
String 
 reportformat ("pdf", 

"ppt", "doc", etc.) 

byte[] 
 content of the gen-

erated report 

Generates the report asso-
ciated with the executed 
flow (if any) 

discard 
 

String 
 job ID 

<none> Cancel and/or discard a 
running or completed job 
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TYPES 
There are three complex types being used:  

WEBSERVICE VARIABLE 
A WebServiceVariable represents a key-value pair of a workflow variable, whereby the key rep-
resents the name of the variable and the value the string representation of the workflow varia-
ble assignment.  

WORKFLOW STATUS 
A WorkflowStatus represents the status of a pending or finished workflow execution. It encapsu-
lates a state (running, success, error) and a message that is set when the execution fails. An exe-
cution results in an error state if the flow is not fully executed after completion (all nodes must 
be executed (green)).  

WORKFLOW CREDENTIALS 
A WorkflowCedential represents login information used e. g. in database reader nodes. It con-
tains an identifier, the user login name and the password. 

EXAMPLE IMPLEMENTATION 
The Web Service Demo Panel is a java example implementation for a web service client. It 
demonstrates the usage of all available operations.  It has been built using the ‘wsimport’ tool 
that is available in each JDK implementation.  The corresponding jar file contains the source 
code of this small example program. 
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AUTHENTICATION AND SECURITY 
In order to use the web service a client needs to authenticate with the server using basic http 
authentication. The credentials are typically set as properties on the request context.  How that 
is effectively realized depends on the chosen programming language and the application used to 
create the proxy objects. For instance, for a simple java client created using the ‘wsimport’ pro-
gram, this would be done by casting the generated proxy port object to a BindingProvider and 
setting the corresponding fields on its RequestContext (see also source code of the example im-
plementation). 

USING THE SERVER API IN RCP APPLICATIONS 
In your Eclipse J2EE development environment, include the KNIME Server and/or KNIME Re-
port Server API by updating from the provided update site. After installing the KNIME.com Server 
API packages the classes and interfaces to access the API are available. 
In your projects add as dependency (in the MANIFEST.MF file) the package(s)  
“com.knime.enterprise.server.ws.client” (for the webservice client API) and  
“com.knime.enterprise.reporting.ws.client” (for the reporting client API). 

WEBSERVICE CLIENT API 
Workflow execution is available using the web service interface of the KNIME Server. After de-
claring a dependency on the bundle "com.knime.enterprise.server.ws.client", you can use the 
service interface by creating a JAX-WS proxy class (a java web service client technology that en-
ables service consumption without dealing with low level protocol details such as http or wsdl). 
The service is to be instantiated using: 
URL wsdlURL = ...; 

QName name = new QName("http://www.knime.com/soap", 

"GenericWorkflowService"); 

Service knimeService = Service.create(wsdlURL, name); 

GenericWorkflowWebService accessor = 

knimeService.getPort(GenericWorkflowWebService.class); 

BindingProvider bin = ((BindingProvider) accessor); 

Map<String, Object> requestContext = bin.getRequestContext(); 

requestContext.put(BindingProvider.USERNAME_PROPERTY, user); 

requestContext.put(BindingProvider.PASSWORD_PROPERTY, pass); 

 

accessor.listWorkflows(); 

accessor.invokeAsync(...); 

http://www.knime.com/soap

